Installing Juniper Client and Accessing
Citrix on Non-LNI Computers.

Disclaimer:

These instructions were created using Windows 7. Even though care was made to provide screen shots
for all three major Internet Explorer Versions (8, 9, and 10), the possibility exists that what you see as
you install the application might differ slightly from what is shown here, especially if you are using
Windows 8.

These instructions are designed to be used by L&l employees or Contractors to access LNI resources
from a privately owned computer, NOT an LNI computer.

If you are attempting to access the LNI network from an LNI computer, please contact your IT Unit for
assistance.

Prerequisites:

o You must be using Windows XP or later.

e  You must be using Internet Explorer Ver. 8 or later.

e  Popup Blocking must be disabled on the web site.

e You must be logged into the computer with Administrator credentials, or you must know the
Administrator Username and Password.

e The following section must be completed before attempting to login. If you do not do this
your login will most likely fail.

Preparing Internet Explorer for use with Juniper (MUST BE COMPLETED FIRST):

In order to ensure a reliable connection to LNI network you will need to follow these steps. Failure to do
so may result in Citrix not working:

e Add “wa.gov” to the “Compatibility View Settings” of Internet Explorer.
o Open Internet Explorer.
o InlE10 or 11 click on the gear icon in the upper right hand corner of Internet Explorer.
o InlIE 8 or 9 you can click on the “Tools” menu.
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o Click “Compatibility View settings”

(0]

(0]

|7y Change Compatibiity View Settings

Add this website:

Websites you've added to Compatibiiity View:

Remave

(] Display intranet sites in Compatibility View
(] Use Microsoft compatibility lists
Learm more by reading the Internet Explorer privacy statement

Close

In the “Add this website” box type “wa.gov”

Click “Add”
Click “Close”

Add “Connect.wa.gov” to the “Trusted Sites” zone.
IN IE 10 or 11 click on the gear icon in the upper right hand corner of Internet Explorer.

(0]

(0]

In IE 8 or 9 you can click on the “Tools” menu.

Print

File

Zoom (1003%)
Safety

- v v -

Add site to Start menu

View downloads Ctrl+]
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

o Click “Internet Options”

Internet Options

[woRz: |

General [ security | Privacy | Content | Connections | Programs | Advanced|

Home page
l/* To create home page tabs, type each address on its own line.
B g0 micosoft.commuinktinkia=sst57

[ usearrent | [ usedefait | [ usenewtab |

Startup
Startwith tabs from the last session
@ Start with home page
Tabs

Change how webpages are deplayed in tabs.

Browsing history

Delete temporary files, histery, cookies, saved passwords, and web.
Form information,

] Delete browsing history on exit

Appearance

(s (i) () (e
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o On the top of the window, click security.

EE=)
Security | Privacy | Content | Connections | Programs | Advanced|

Internet Options

Select  zone to view or change security setfings.

@ & v O

Localintranet Trusted sites  Restricted

Il sites f
Internet =
This zone is for Internet websites, =
except those isted in trusted and
restricted zones.
Security level for this zone I
Alowed evels for this zone: Medium to High
Medium-high i
- Appropriate for most websites
) -Prompts before downloading potentally unsafe
content

- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level.. Default level

Reset all zones to default level

o Click “Trusted Sites”, then click “Sites”

F ™
Trusted sites —-— ﬁ

-

‘fou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| Add
Websites:

https:ffconnect.wa.qov Remove

Require server verification (https:) for all sites in this zone

Close

o Type https://connect.wa.gov under “Add this website to the zone:” and click “Add”

o Click “Close”
o Click Ok.
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Initial Installation:

This section covers initial software installation. This assumes you do not have any of the software
components (Juniper client, Citrix client) installed.

Open Internet Explorer and navigate to http://Ini.wa.gov/main/StaffOnly.asp. You will see the
following Web Page:

Home | enEspanol | Contact Search L&!
|‘ ‘l Washington State Department of A-Z Index | Help @My Secure L&

Labor & Industries

Safety & Health @ Claims & Insurance @ Workplace Rights @ Trades & Lic

Staff-Only Email Access & More

Remote access to your agency inbox through a secure link. You must first receive permission through your supervisor.
Type Description

Outlook Web Access 2010 Remote email services for L&l employees. 2 2010 OWA Instructions (612 KB)

Access Citrix system

Remote access to L&l software and systems
(L&l employees only)

Access Juniper system (beta)

Remote access to L&l software and systems — Use only if instructed.
(L&l employzes only)

Business Continuity Plan Plan to ensure services to the public are uninterrupted during a state-wide emergency

Tumwater Office Inclement Weather Information:

Employees should call 360-902-5900 or 1-800-377-7013 to hear a recorded message about the building's status each day. Daily messages
will be recorded before 5:30 a.m. and provide the date and time of the communication.

Please DO NOT call the main L& number (902-6389) or the WSP desk (9302-6367) for building status.

Was this information helpful? Please let us know using Site Feedback

e C(Click on “Access Juniper System”. You will see the following “Juniper Access Gateway” Web
Page

Home | enEspanol | Contact Search L&|
|‘ ‘l Washington State Department of A-Z Index | Help @My Secure L&

Labor & Industries

Safety & Health @ Claims & Insurance @ Rights @ Trades &

Juniper Access Gateway

Remate access to Citrix and VPN through a secure link.
How to access Juniper

= Obtain permission from your supervisor
= Download and read the client installation instructions (279 KB)
= Download and install the Juniper Installer client (1.6 MB)

= Log in to Juniper using Internet Explorer running on Microsoft Windows

Having trouble logging in or forgot your PIN?
Contact the 1.5. Help Desk at 360-902-5000 or email them at ISHelpDesk@Ini.wa.gov.
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Click on “Download and Install the Juniper Client”. Depending on your version of Internet

Explorer, you will see either of the following dialog boxes:

File Download - Security Warning ]

Do you want to run or save this file?

@ Mame: JuniperSetupServicelnstaller.exe
Type: Application, 1.62MB
From: protodev.ini.wa.gov

Run ] [ Save ] [ Cancel

[ B 1 While files from the Intemet can be useful, this file type can
a potertially ham your computer. If you do not trust the source. do not
e run or save this software. What's the risk?

Internet Explorer 8

Do you want to run or save JuniperSetupServicelnstaller.msi (2,98 ME) from Ini.wa.gov?

Run

Save b

Cancel

Internet Explorer 9 and 10

In either case choose “Run”. The following screen will appear:

Click “Next”.

1! Juniper Installer Service - InstallShield Wizard ==
Welcome to the InstaliShield Wizard for

_JUﬂlPer Juniper Installer Service

The Instalishisld(R) Wizard wil install Juriper Installer Service
on your computer, To continue, cick Next,

WARNING: This program s protected by copyright law and
international treaties.

1! Juniper Installer Service - InstallShield Wizard ==
‘Customer Information

[P— Juniper

User Name:

oo ez

Organization:

InstaliShield

<Back |[ Nextz | [ cancel
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Accept the defaults and click “Next”.

15! Juniper Installer Service - InstallShield Wizard [E3m]
Destination Folder
Click Mext to install to this folder, or dick Change to install to & _JU n |pe[.-
different folder. e

G Install Juniper Installer Service to:
C:'Program Files\Juniper Networks\Installer Service),

Installshield

< Back ]l Next > ] [ Cancel

Accept the defaults and click “Next”.

15 Juniper Installer Service - InstaliShield Wizard ===

JUNIPEL

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

[ <Back [ mstal ][ Cancel |

you are logged in as an administrator this dialog box will not appear.

@ User Account Control @
@] Do you want to allow the following program to make
L)

" changes to this computer?
@ Program name:  6324d.msi
Verified publisher: Juniper Networks, Inc.
File erigin: Downloaded from the Internet

To continue, type an administrater password, and then click Yes,

Local Admin

| Fassw‘crtl

|
|E Insert a smart card

(%) Show details Ves

Click “Install”. If you not logged in as an administrator, the following dialog box will appear, if
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Enter the password for the computer administrator account and click “Yes”. The following

progress indicator will appear:

5! Juniper Installer Service - InstallShield Wizard

=T =
Juniper

Installing Juniper Installer Service

The program features you selected are being installed.

Q)  Please wait whie the InstaliShield Wizard installs Juniper Installer Service
I5P  ismay take several minutes.
Status:
Copying new flles
InstalShield

Back Next >

Cancel

15! Juniper Installer Service - InstallShield Wizard

Junieer

=

InstallShield Wizard Completed

The Instalishield Wizard has successfully installed Juniper
Installer Service, Click Finish to exit the wizard,

Cancel

Once the second screen is shown, click “Finish”.

On the “Juniper Access Gateway” web page, click “Login to Juniper using Internet Explorer

running on Microsoft Windows”
The following web page will appear:

O > e rom orrecmaser BN |
Faortes | 4 B NISSLWN - Adwn B EcgeSchtServes -Log On & | RSA Quick Admin € 5 3
2| - s oo | s wnssse x| | G B - Pagee Safetys Toske e ?

JuniPer i

Welcome to the

LNI SSL VPN Mobile

vsemame [ Welcome to the LNI SSL VPN Sign In Page

LNI Network This Washington State government computer system is the property of the Department of

Password Labor and Industries.

Signin 1t is for authorized use only

Users have no expectation of privacy
THIS SYSTEM IS FOR AUTHORIZED USE ONLY. This system and its files may be monitored,
recorded, copied, audited or disclosed to the Department of Labor and Industries and other
authorized government entities including law enforcement personnel. Connection to this
computer system acknowledges your consent to these conditions of use.
UNAUTHORIZED USE IS PROHIBITED AND MAY RESULT IN ADMINISTRATIVE PROCEEDINGS,
DISCIPLINARY ACTIONS, AND FEDERAL/STATE OR CRIMINAL PENALTIES.

Page 7 of 16



Installing Juniper Client and Accessing
Citrix on Non-LNI Computers.

e On this screen, enter your network login id and network password and click “Sign In".

e The following screen will appear:

o ***|f this is your first time using your key fob, please go to the section titled “Prepare
key fob for first time use” and then return here. ****

Il
@A - |é https://connect.wa.gov/dans-na/aut/(Lurl_S/welcom | G |[#2]| % I/’ Bing pl -
J i Favorites J 95 &] Web Sice Galery ~
{8 LNI S5L VPN Mobile - Additional Credentials Page | | J 3 - - [ @= - Page- Safety~ Tools~ i@~ =
Juniper B
Welcome to the
LNI SSL VPN Mobile
RSA Password (PIN + Token Code) |
-]
Done [ [ [ [ [ | [ Trustedsites | Protect=d Mode: Off Ve - [Hw0% ~

e On this screen, enter your PIN and Token Code and click “Sign In”.
e You will see the following web page:

JuniPer

Loading Components...
Please wait. This may take several minutes.
® Host Checker

If an error prevents a component from loading properly, you can click here to cantinue. Not all functionality may be available.

o After a brief time, the following dialog box will appear:

5!

Do you want to download, install, and//or execute software from the
Following server?

Product Name: Host Checker
Software Name: dsHostCheckerSetup.exe

Server Name: connect.wa.gov

Always Yes No
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o Select “Always” to continue.

e Various Dialog boxes will appear while the software installs. This can take a few minutes to
complete and requires no input.

e When the Juniper software has completed its installation and completed its examination of the
system, the following web page will appear:

[E=EoR 555

a‘ )@ https//connect wagov/danarhom: O ~ @ B & X H @ Junos Pulse Secure Access .. | ‘ A A )

Juniper & » o 1

Home Preferences Help  Sign Out

Welcome to the Junos Pulse Secure Access Service, Ini\mjoo235.

[ — B3

[& connect to Citrix =]

p——— =)

You don't have any terminal sessions.

Client Application Sessions |" u

e C(Click on the “Connect to Citrix” link. If you already have a recent version of the Citrix client
installed, the Citrix application page will appear. If the Citrix client is NOT installed or is an older
version, the following web page will appear:

Other Options

ck box, you canfirm that you Rave read, Understand, and accept. Already installed
e Citrix lic ent Try later

Log off
I Download

W) clicking Download will install software on your computer, More information on security...

Note: This page will only appear if you do not have a compatible Citrix client installed.
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Make sure you check the box next to “By selecting the Check Box......

“Download”.

” and then click

Depending on your version of Internet Explorer, you will see an “Installation confirmation”

prompt similar to the screen shots below:

Do you want to run or save CitrixOnlinePluginWeb.exe from connect.wa.gov?

Run Save b

Cancel

Click “Run”

Internet Explorer 9 and 10

File Download - Security Warning =2
Do you want to run or save this file?
@ Name: CitriOnlinePluginWeb. exe

Type: Application

From: connect.wa.gov

Run ] [ Save ] ’ Cancel

I I While files from the Intemet can be useful, this file type can
" ” potentially ham your computer. f you do not trust the source, do not
= run or save this software. What's the risk?

Internet Explorer 8

Depending on your version of Internet Explorer the dialog boxes will appear differently. If you
are running Internet Explorer 8 you may see the following dialog boxes:

> For Internet Explorer 8:

6.43ME of CitrixOnlinePluginWeb.exe from connectwa.... EI = @

[+

CitrixOnlinePluginWeb. exe from connect.wa.gov

Estimated time left: Not known (Opened so far 6 43ME)
Download to: Temporary Folder
Transfer rate: T32KB/Sec

Close this dislog box when download completes

=1 SmartScreen Filter checked this download and did not report ary
= threats. Report an unsafe download
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Internet Explorer - Security Warning

Do you want to run this software?

Mame: CitrixOnlineFluginWeb

Publisher: Citrix Systems, Inc.

Maore options Run l [ Don't Run
| -ﬁ| While files from the Internet can be useful, this file type can potentially harm
"%/ your computer. Only run software from publishers you trust. What's the risk?

If you see these prompts, click “Run” to continue.

The Citrix client will start to install. You will see the following progress bar:

&

Citrix online plug-in installation

Installing. ..
-—— -

()

Cancel

-

When the Citrix client has completed installing, you will see the following completion dialog box:

e

Citrix online plug-in installation

% Installation completed successfully.

-

=S

Click “OK”. You will be taken to the Citrix application page where you can launch your

applications and work the same as you always have in Citrix.
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Using Citrix:

e Once you have logged in, you will be able to use Citrix the same as you always have.

CiTRIX

Applications Messages Preferences -

Applications

selectview:[1cons =]
B B B B 0 o )

2010 - Microsoft Admin Tools HELP Desk Tools Internal Applications LINIS Business Apps Midrange Pre Production
office Applications

B o8l o8 B o8l o8 e

SMS Tools Support Apps Telecom Test 4pps Web Applications Web Development Internet Explorer

W=
‘Windows Explorer

Hint: If you want your browser to remember the last folder you visited when you log on again, select Return to the last folder visited on the Display Settings screen. (X

e The application page will look the same as it always has.
e lLaunching applications will be done in the same way.

Logging out of Citrix:

The following steps should be taken when logging out of Citrix:

e Close all open Citrix applications.
e Once the applications are closed, click the logoff button (circled above). The following web page
will appear:

Logged Off

You have successfully logged off from the Web site.
Click here to return to the Logon screen
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e Once you see the above screen, click on the E icon in the upper right hand corner. The
following web page will appear:

Junieer

Welcome to the

LNI SSL VPN Mobile

Your session has ended.

Click here to sign in again

e You are now logged out and can close your browser.
e Once the installation is complete, you may see the following dialog box. This does not indicate
an error.

[="] Program Compatibility Assistant @
This program might require administrator privileges

If this pregram did not run correctly, try running the program as an
administrator.

Program: Host Checker”
Publisher: Juniper Networks"
Location: ChUsersi/Morgan'AppData\R..\dsHostChecker.exe

% Restart the program as an administrator

= This program works correctly

Cancel

'fl" What settings are applied?

e Click on “This program works correctly”. The dialog box will disappear.

Creating a shortcut for future use:

If you want to create a desktop shortcut for future access please us either of the following locations:

e Http://Ini.wa.gov/main/staffonly.asp. This will take you to the site shown on page 4.

e https://connect.wa.gov/Ini/mobile. This will take you to the site shown on page 7.
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Preparing Key Fob for First Time use:

If this is the first time you are using your key fob, you will need to select a PIN. Follow these steps to
select a PIN:

e You will see the following screen:

/= LNI SSL VPN Mobile - Additional Credentials Page - Windows Internet Explorer

=10l x|
@_\'f/ = [i€] htps:/conmect.wa.gov/ trl_swelcom 7] &) J[#2][ ][, eing & I
J o Favorites J 5 @] Web Sice Gallery +
& LN S5L VPN Moble - Addtonal Credenials Page | | | Fi ~ ) - ) - Page~ Safety~ Took~ @~ 7
Jnper i
Welcome to the

LNI SSL VPN Mobile

RSA Password (PIN + Token Code) |

I
Done

[%5 - [Rw0% - 4

[ [ [ [ [ [ [ Trustedsites | Protected Made: OFF

e Enter the 6 digits which currently appear on your fob and click “Sign In”.

=10l %]
v o
Fe et ven Faoom o reb
Uy Pevortes | 5 8 INISSLAPH -Adin £ e i (4 3 LAN Operatons - Home - X Maestra 50 "
[ T T T — [ [ £~ B - o - e sy Tocke e 7
=
Junieper
Welcome to the

LNI SSL VPN Mobile
) New PIN Required

You must create a new Personal Identification Number (PIN) before you can sign in. Your PIN should be 5 to 8 digits long.
New PIN:
Confirm PIN:

Ba surs to ramember your PIN, bacausa you nesd it to sign in.
 1f you desde not to create a new PIN now, dick Cancel

Cancel

7 Trsted e | Protecid e O - Rk -

e Enter a PIN which is 8 characters long. This must be numeric characters only.
e Enter the pin again and click “Save Pin”.
[ ]

Return to the previous point in the installation instructions.
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Troubleshooting:

| keep getting prompted to install Juniper components even though | already have installed
them.

e Make sure you are an administrator of your computer or you know the username and password
for the administrator account. Juniper components will not install correctly if you don’t have
administrative access.

e Make sure of your Internet Explorer version.

o Ifyouare running IE 10 or 11, please refer to the special instructions for using Juniper.
These instructions can be found here

| am getting an error message stating “Invalid Primary username or password. Please re-enter
your user information”

e This is being caused by entering the wrong password for your LNI user account. Please call the
LNI Help Desk at (360) 902-5000 and let them know this is the error you are getting.

| am getting an error message stating “Invalid Secondary username or password. Please re-
enter your user information”

e This is being caused by entering the wrong PIN or Token Code for your key fob. If you receive
this message more than once, please call the LNI Help Desk at (360) 902-5000 and let them
know this is the error you are getting.

| try to launch a Citrix application, but nothing happens:

| try to launch a Citrix application, and get a message asking if | want to “Save or Open the
File”. When I click “Open”, nothing happens.

e This usually indicates the Citrix client is not correctly installed. Please ensure the Citrix
application is installed by following these steps:
o From the main Citrix screen, click on “Preferences” and then “Connection Preferences”

Applications Messages Preferences =

Logged on as: mjoo235 Display Settings

Session Settings

@ Account Settings

Appllcatlons Connection Preferences

o On the following screen, click the “Run Client Detection” button.
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Client settings
Specify your preferences for accessing resources. The Native Client is currently selected.

Run Client Detection |

Save I Cancel |

o Iftheclient is not installed, you will be prompted to install it. Ifit is installed, you will be
returned to the application screen.
o If youstill can’t launch applications, please call the LNI Help Desk at (360) 902-5000.
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